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1 Preface

1.1 Purpose

This OPAL solution presents ITM V6.x usage scenarios for OMEGAMON XE for Messaging V7 Tivoli
Enterprise Monitoring Agents.

OMEGAMON XE for Messaging V7 comes with a bunch of good, predefined situations, which have
been extended in some areas. Others are defined completely new from scratch, to help customers to
quickly identify and resolve production-relevant issues.

It should highlight the capabilities of the ITM V6 infrastructure and the power of using ITM situations to
identify potential upcoming problems in WebSphere MQ infrastructures. It gives multiple examples for
useful situations and potential solutions.

All situations have proven their value in real customer environments and have been created to show
our customers the benefit of using ITM monitoring for production environments.

1.2 The Author

Detlef Wolf is an IBM Certified IT Specialist for IBM Tivoli System Automation, working for the Tivoli
Technical Sales team with world wide responsibilities for the ITCAM product portfolio based in Munich,
Germany. He has about 20 years of experience in the IT industry. Starting in an application
development department in the medical care industry, he became a System Programmer for z/OS in
an insurance company. In 2000 he joined Candle and focused on IBM WebSphere® products, and the
management of these systems. Since 2004 he has been a part of the IBM team in Germany, working
together with major financial services clients on deploying IBM Tivoli products in their environment. He
holds a Graduate Engineer Degree in Computer Science from the University of Erlangen-Nurnberg.

1.3 Acknowledgment

Many thanks to my colleagues Karl-Michael Gauch and Wolfgang Stichel, helped test this package on
Windows systems.
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2 Naming Conventions

2.1 Situation Names

All situation names are fulfilling the following naming convention, to simplify the handling:

«  Company/Project name (3 characters)
Abbreviation of the company/project, using these situations.

+  ITM/OMEGAMON product code (2 characters + delimiter “_"
Which agent type has to be engaged, to monitor the situation? Which agent is reporting?

« Attribute Group, abbreviation (4 — 6 characters)
Which attribute group is used to form the situation? To which navigator item, this situation will
be attached by default?

«  Free Form Description

«  Severity (delimiter “_" + One Character Suffix)

o H Harmless

o | Informational
o W Warning

o M Minor

o C Critical

o F Fatal

The Situation names have been limited to 31 characters to accommodate older ITM environments.
With the introduction of the IBM Tivoli Monitoring 6.2.1 release, there is no longer a 31 character limit
on the Situation name.

2.2 MQ Object Names

Having a reliable naming convention for MQ names is very essential. It enables the MQ administrator
to identify objects very quick and to classify the service these objects need.

For monitoring purposes, the classification of MQ objects into different service classes is sometimes
essential. Imagine, batch processed queues may have messages on queues without having consumer
attached on it, while for some on-line queues, almost synchronous processing is required and the
absence of a consumer is a threat.

Assumptions in that paper:
+ Dead-Letter Queue name
The name is fixed to the system provided queue SYSTEM.DEAD.LETTER.QUEUE.
- Batch Queues
Queues, which are used for batch processing, have the suffix .BATCH at the end of the name.
« Initiation Queues

Queue, which are used for triggering, have the suffix .INITQ at the end of the name.
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3 Situation Package

The following situations have been defined and are discussed in the sections below:

@ asERis]

@ Dovi_m Q) _ChIDef_MoLongerExist_H
Do _ChIPerf_InDoubt_

D Q_ChiPerf_Status_C

Dokl QO _ChIPerf_Status

Do QDL _FillinglUp_C

Do QDL _FillinglUdp _F

D QDL _FillingLip_wr

DM Q_DLO_MoDLOHandler_C
DM Q_DLO_MoDLOHandler_|
Dy _mQ_DLO_MoDLOHandler_wy
Do M Q_DLO _MotDefined _w

Do _MQ_DLOD_Used_M

Do _m1 Q) _ErrLog_Channellssues_C
Covw_m Q) _ErrLog_Loggerlssues_F
Cvd M Qb grChllng _ZiC

Do A Qb grChillng o

Cov_ml Q) _ Qb griststatus_ o

Covi_m Q) _ Qb griststatus

Do b _ Ok gratatus _C

Do b _ Ok gratatus _w

Dok Qo _Q5tat _FillingUp_C

Dok _QStat _Filling L W

Do M C_05tat_Cetinhibited _C
Do _Q5tat_Cetinhibited _W
Coni_m Q) _Q5tat _InitiationQueue _C
Coni_m Q) _Q5tat_MoReader_C
Covi_M Q) _05tat _MoReader_ s
Dl _5tat _Putinhibited _C
Dl _5tat _Putinhibited _w
Covi_m Q) _Q5tat_TriggerProblem_iC
Covi_m Q) _QueDef_MoLongerExist_H
lllustration 1: Prepared Situations

G0 HHHG G S SRS GBBBIGSSSSGES

Some of the situations above have been inherited from product provided situations.

Remark:

Using product provided situations without renaming these may end in loosing changes, if applying
product maintenance. Product provided situations may be overwritten at any time.
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3.1 WebSphere MQ Queue Manager Status

The situations in this section have been copied from the product provided situations.

3.1.1 DW_MQ_QMgrChllni_W

Situation Description:
Situation Description  The Channel Initiator which reads SYSTEM.DEFAULT.INITIATION.QUEUE
Suggested Actions is in stopped, stopping or retrying state.

[A] Show Formula - DW_MQ_QMgrChiini W I X

Formula a

{ Channel Initiator 5tatus == REetrying) OF.  Channel Initiator
Status == Stopped) OF { Channel Initiator 5tatus == Stopping)

ERNC R ey

—# Channel Initiator Status == Retrdng —

W:—' Channel Initiator Status == Stopped {E Warning |

L Channel Initiator Status = = Stopping —!

[ ] Show detailed formula

This situation is for zZ/OS systems only.

Suggested Actions:

Use START CHINIT to start the channel initiator. Check the Channel Initiator
Status workspace. To access this workspace, select the Channel Initiator
Status navigator item. The Channel Initiator Status workspace is available

only on z/OS.

This situation will be superseded if the following situation becomes true.
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3.1.2 DW_MQ_QMgr_Chlini_C

The situation is almost identical to the one above, except that fact, that it takes five consecutive true
samples to become true.

& Situations for - DWMQ Queue Manager Status Summary

o X

tip B ¢

¢ @ MOSERIES

[# DWMQ Queue Manager Status S

[ A Formula '| Distribution = ™ Expert Advice = = Action ES EIF | & Until

~Mame

o [DW_MO_QMgrChlini_C

s DW_MO_QMgrChlini

[pw_MQ_aMgrchiini_c

[l Advanced Situation ¢ (B X

—Dascrigtion | Situation Persistence | Display Item
& DW.MQ_QMarLststatus_C The channel initiator server status indicates a problerm.|| | -Siuation Persistence
W DW_MO_OMagristStatus i
W DW_MO_OMgratatus_C Consecutive true samples: |5 E
W DW_MO_OMarstatus_w ~Farmula
Pl
Channel Initiator
Status | 0K | | Cancel | | Help
1 |== Retrving
2 |== stopped
3 |== Stopping
4
Situation formula editor ﬁ
Situation Formula Capacity - 24% Add conditions... || Advanced... |
~Sampling interval sound SHE
- Enable critical.wav
af | 0 ;] 0 j
ddd hh mm ss | Play | | Edit... | [] Run at startup
] 1i I [»
| oK | | Cancel | | Apply | | Group... | | Help |
This situation supersedes the corresponding Warning situation.
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3.1.3 DW_MQ_QMgrLstStatus_ W

Situation Description:

Situation Description  The listener is not running.

Suggested Actions i
1 Show Formula - DW_MQ_QI O X

Formula
[ Status |= Running) H

@ 9 Aa A

.—v Status |= Running —— Warning

[ |Show detailed formula

Suggested Actions:

Use START LISTENER to start a channel listener. Check the Listener Status
workspace for data associated with this situation. It is available as an
alternative workspace under the Queue Manager Status navigator item.

This situation will be superseded if the following situation applies.

IBM Deutschland GmbH, Hollerithstr. 1, 81829 Miinchen Page 8 of 38

ITMSituationPackage_V1.1.odt




3.1.4 DW_MQ_QMgrLstStatus_C

The situation is almost identical to the one above, except that fact, that it takes five consecutive true
samples to become true.

& Situations for - DWMQ Queue Manager Status Summary O X
g g (A Furmula"| Distribution | P Expert Advice | 77 Action | B2 EIF | @) Until
’F; Do O Queue Manager Status su
¢ @ MOSERIES ~Mame - - -
& DW_MQ_QMarchini_C DW_MQ_QMarLststatus_C ] Advanced Situation Options @ (X
s DW_MO_QMgrChlini ~Description ( Situation Persistence | Display Item
& [pw_ma.QmMgriststatus. ] &, Weksphers MO listener s not staned. — :
,@, D _MC_QMgrLststatus i Situation Persistence
& DW_MQ_QMgrstatus_C ’VCunsecuti\re true samples: |5 E
W DW_MO_OMarstatus_w ~Farmula
f
SHENE | oK || cancet || Hem
— 1 |'= Runnhing
2
1 3
Situation formula editor ﬁ
Situation Formula Capacity I 43 Add conditions... || Advanced... |
~Sampling interval sound SHE
- Enable critical.wav
ol ok ol
ddd hh mm ss | Play | | Edit... | [] Run at startup
] 1i I [»
| oK | | Cancel || Apply || Group... || Help |
This situation supersedes the corresponding Warning situation.
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3.1.5 DW_MQ_QMgrStatus_W

Situation Description:

Situation. A problem is detected in a queue manager.

Description
Suggested &l Show Formula - DW_MQ_QMgrStatus_W =

Actions Farmula

{ OMgr Status == 'Cluster REepository Unawvailable™ OR { QMagr Status == "CommandServer
Mot Responding? OF ( QM gr Status == 'Dynamic Queue Allacation Error? OR ( Qkgr Status
== "OueueManager Mot Ayvailable OF { OMgr Statuz = = Inactive)

e en=]

— Ok gr Status == 'Cluster Repository Unavailable’

X

2

[4] |

— CIMgr Status == 'CommandServer Mot Eesponding’ —

E’ QM gr Status = = 'Dyharmic Queue Allocation Error’ % 'I.I'u'arningI

L g OMgr Status == "QueueManager Mot Axvailable’

L OMgrStatus == Inactive

[ ] Show detailed formula

Suggested Actions:

Determine the cause for this alert from the Queue Manager Status column in the
Formula view and take the appropriate corrective action. Check the Queue Manager
Status workspace for data associated with this situation. Click the Queue Manager
Status navigator item to access this workspace.

This situation will be superseded if the following situation applies for the same queue manager.
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3.1.6 DW_MQ_QMgrStatus_C

The situation is almost identical to the one above, except that fact, that it takes five consecutive true

samples to become true.

& Situations for - DWMQ Queue Manager Status Summary

o X
Sl B & [ £ Formula '| Distribution | P Expert Advice | ¥ Action  FHEIF | & Until
[# DWMQ Queue Manager Status S
rMame . = .
¢ & MOSERIES am [ Advanced Situation Optior E| X
s DW_MO_QMgrChiini_C |DW_MQ_QMgrStaIus_C ) )
s DW_MO_QMgrChlini ~Description Situation Persistence | Display Item
g DW.MQ.QMgriststatus.C Problem detected in MQ Quede Manager Situation Persistence
D _h Q_ QM gristatarus
,@, DW_MQ_QMaratatus_C ’VCunsecuti\te true samples: | E
W DW_MO_OMarstatus_w ~Farmula
Pl
oMar | ok || cancet || Hem |
- Status
1 |== 'Cluster Repository Unawailable' =
4 2 |=='Commandserver Mot Eesponding'
3 |=="'Dyhamic Queue Allocation Error’ =
- 4 |=="'QueueManager Mot Awailatle’
3 |== Inactive =
= -
Situation formula editor ﬁ
Situation Formula Capacity - 35% Add conditions... || Advanced... |
~Sampling interval———————— sound SIE
- Enable critical.wav
af | 0 ;] 0 j
W [ o so | pay | | Eqit. | [¥] Run at startup
] 1i I [»
| oK | | Cancel || Apply || Group... || Help |

This situation supersedes th

e corresponding Warning situation.
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3.2 Channel Monitoring

3.2.1 DW_MQ_ChlPerf_Status W

Situation Description:

Situation Description  Even while there are messages on the transmission queue for the named
Suqgaested Actions channel, the channel is not switching into the state "Running". This indicates
some problems.

5} Show Formula - DW_MQ_ChiPerf_Status_W X

Formula

{ XmitQ Depth == 1 AND Channel Status = Running) OR { Channel Status = Running AND
Channel Status = Inactive)

o » Qe alrs|

Channel Status I= Running —— Channel Status = Inactive —|_> A
Warning
Xmit@ Depth == 1 ——— = Channel Status = Running j
[e]
< Jliz
[] Show detsiled farmula

)

There are only two states we could accept:

« Running -- this means everything is fine and data might be transfered
« Inactive -- there is currently no data to transfer, but the channel is
ready to switch to the status running as soon as data arrives.

All other states indicate that the channel is in a problem, in service or in a
transient process (switching from Inactive to Running or vice versa).

Suggested Actions:
Please verify the following:

« In which status is the channel in?

«  Why can't the channel start up?

« Is the remote system available?

 Is the counterpart of the channel properly defined?

« Are the communication parameters correctly set for that channel
definition (in most cases -- host and port no.)?

« Are there any issues on the remote systems which might impact the
startup of the channel?

« Are there any open issues in the local operating system -- in former
times processes were not able to start (think about the MCA process)

This situation will be superseded if the following situation applies to the same channel.
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3.2.2 DW_MQ_ChlPerf_Status_C

The situation is almost identical to the one above, except that fact, that it takes five consecutive true

samples to become true.

5 Situations for - DWMQ Channel Performance Summary

O X
Sl % & [ A Formula '| Distribution | ™ Expert Advice = - Action = FHEIF | &) Until
E Dt Channel Performance Sum
¢ & MOSERIES - MName
& DW_MQ_ChiPer_InDoubt M | | |[DW_MQ_ChiPert_status_c [l Advanced Situation Options [T X
 DWNQCFerStaus d] | | - pescrption (“Situation Persistence | Dispiay hem
@@ DW_MQ_ChiPerf_Status
Situation Persistence————————
"Cunsecuti\re true samples: (5 E
~Farrmula
f
Channel Channel XmitQ
_ Status Status Depth | OK || Cancel || Heln |
1 |l= Running | = Inactive -
4 2 |l= Eunning =1
3
Situation formula editor j
Situation Formula Capacity | Add conditions... || Advanced... |
~sampling interval————————— sound SHE
- Enable critical.way
[a/Ce: T a
ddd  hh mm ss Play Edit... [v] Run at startup
q i [ T»

-

|| Cancel || Apply || Group... H Help ‘

This situation supersedes the corresponding Warning situation.
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3.2.3 DW_MQ_ChIPerf_InDoubt_M

Situation Description:
Situation Description  The status of the channel is marked as in-doubt, while it is trying to restart the

Suggested Actions connection.

| [1 Show Formula - DW_MQ_ChIPerf_InDoubt_M

Formula
{ Channel Status == REetrying AND In-Doubt 5tatus == In-Doubt) H

LI e e

Channel Status == Retrying —— In-Doubt Status = = In-Doubt ——

[ ]Show detailed formula

Suggested Actions:
Please verify the following:

In which status is the channel in?

Why can't the channel start up?

Is the remote system available?

Is the counterpart of the channel properly defined?

Are the communication parameters correctly set for that channel

definition (in most cases -- host and port no.)?

- Are there any issues on the remote systems which might impact the
startup of the channel?

- Are there any open issues in the local operating system -- in former

times processes were not able to start (think about the MCA process)
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3.3 Dead-Letter Queue Monitoring

In most WebSphere MQ infrastructures each queue manager hosts a dead letter queue. By default, a
queue SYSTEM.DEAD.LETTER.QUEUE is created with the queue manager.

3.3.1 DW_MQ_DLQ_NotDefined_W

Situation Description

Suggested Actions

Situation Description:

OMEGAMON XE for Messaging reports, that the maximal queue depth for
the Dead-Letter Queue (DLQ) is 0.

' g8 - Show Formula - DW_MQ_DLQ_NotDefined_W - - x
Farmula -
{ DLC Maximum == 0 AND QOMgr Status == ArCtive) j
O h G <6
ﬂ—v OLO Maximum == 0 —— OMgr Status = = Active — Warning

[ ]1Show detailed formula

iOKi

This indicates, that there is no useful DLQ definition available.

“The dead-letter queue (or undelivered-message queue) is the queue to
which messages are sent if they cannot be routed to their correct destination.
Messages are put on this queue when they cannot be put on the destination
queue for some reason (for example, because the queue does not exist, or
because it is full). Dead-letter queues are also used at the sending end of a
channel, for data-conversion errors.

We strongly recommend that you define a dead-letter queue for each queue
manager. If you do not, and the MCA is unable to put a message, it is left on
the transmission queue and the channel is stopped.

However, using dead-letter queues can affect the sequence in which
messages are delivered, and so you may choose not to use them.“ (from IBM
WebSphere MQ Intercommunication Guide)

Make your decision, and deploy this situation to production queue managers
where appropriate.

Suggested Actions:
If the situation becomes true, check the following things:

1. Does the entry in the queue manager definition point to an defined
queue in the queue manager?

2. Is the defined DLQ in a proper state?
Ask your MQ system administrator for assistance if required.

If no DLQ is defined, all subsequent situations are obsolete.
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3.3.2 DW_MQ_DLQ_NoDLQHandler_|I

This situation becomes true as soon as there is no reader on the referenced DLQ.

Remark:

Please change the name of the monitored queue, to the name of your DLQ.

Situation
Description

Suggested
Actions

Situation Description:

There is no input open active on the Dead Letter Queue. This indicates, that there
is no DLQ Handler active. Any messages put onto this queue will remain there
unprocessed.

# - Show Formula-DW_MQ_DLQ_NoDLQHandler_| = ” X

Formula
{ Input Opens == 0 AND Queue Mame == "SYSTEM.DEAD LETTER. QUELE" H

g Ok G &S

il—r Input Opens == 0 —— Queuye Mame == "5Y5TEM.DEAD LETTER. QUEUE' ——» |

[] Show detailed formula

The MQ system dead letter queue is the "backup queue" for messages coming
from other queue managers via channel connections. All messages will be put to
the target queue if possible. The message channel agent (MCA) is responsible to
receive these messages from the channel and place them on a save location. If the
target queue can't be used, the system dead leader queue is used as a temporary
save store. With that mechanism the MQ queue manager is able to assure the
promise that no message will be lost. When the MCA commits the message to be
received, the message is stored on any queue, the target queue or the dead letter
queue. If the MQ manager cannot write to one of these two choices, it will disable
the transport across the MCA serving the specific channel. That means, the
channel will be disabled.

In summary, the absence or the overfilling of the dead letter queue will lead to
disabled channels and might harm the flow of messages through the entire MQ
system, if messages can't be put to the destination queue.

Suggested Actions:
Please contact the MQ Administrator and ask for assistance on that status:

1. Why is there no DLQ handler started?
2. Did the DLQ handler fail for some reasons?
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3.3.3 DW_MQ_DLQ_NoDLQHandler_ W

The situation is almost identical to the one above, except that fact, that it takes five consecutive true
samples to become true.

Remark:
Please change the name of the monitored queue, to the name of your DLQ.
g - Situations for - DWMQ Dead-Letter Queue Messages Summary A %
ﬁ B (A Furmula"| Distribution | P Expert Advice = = Action | E5 EIF | @) Until
B DWMQ Dead-Letter Queue Mess
(- i ) =
¢ 4 MOSERIES Marme . & - Advanced Situ A “E
s DW_MQ_DLQ_FillingUp_C |DW_MQ_DLQ_NDDLQHandIer_W :|
& DW_MO_DLQ_FillingUp_F Description I Situation Persistence 1
@ Di_MQ_DLQ Fillingllp_i Mo input open on the system DL —- = Mo DLD H Situation Persistence
€ DW_M_DLO_NoDLOHand
W DW_MQ_DLO_MoDLOHang Consecutive true samples: |5 E
4 [DW_MQ_DLO_NoDLaHand Forriula | I
& DW_MQ_DLO_NotDefined
@ DW_MO_DLO_ Used_M A 2
Input Queue oK | | Cancel | | Help |
i Opens Matme
1 |==n0 == 'SYSTEM.DEAD.LETTER. QUELE' -
q 2
3
Situation formula editor j
Situation Formula Capacity . 15% Add conditions... || Advanced... |
sampling interval SEUTE S‘ge o
=~ Enable warning.wav Warning 2
alf|_ ol 1 _Olj
ddd hh mm ss | Play | | EdiL.. | Run at startup
4] i [»
| 0K | | Cancel | | Apply | | Group... | | Help |

That means, this situation is raised after five minutes after the missing DLQ Handler has been
detected.
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3.3.4 DW_MQ_DLQ_NoDLQHandler_C

The situation is almost identical to the one above, except that fact, that it takes ten

samples to become true.

consecutive true

Remark:

Please change the name of the monitored queue, to the name of your DLQ.

& - Situations for - DWMQ Dead-Letter Queue Messages Summary

g B & | Formula | Distribution | P Expert Advice =7 Action | FDEIF | &) Until
(8] DWMO Dead-Letter Queue Mess 5 © Advanced Situ ~——
9 & MOSERIES Marne !
g D _MQ_DLO_FillingUp _C |DW_MQ_DLQ_NDDLQHandIer_C Display Item
@' Do G _DLO_FillingUp _F Descriptian Situation Persistence
g|DW_MQ_DLQ_FIII|ngUFJ_W Mo input open on the system DLO --> Mo DLG Handle | fSituation Persistence
Do _mQ_DLO_MaDLOHang
@, DW_MO_DLO_MaDLOHand Consecutive true samples: | 10 E
@ Dif_MQ_DLO_NoDLGHand Farmula
# DW_MQ_DLO_MotDefined
& DW_MO_DLO_Used_M Vid
Input Queue OK || Cancel || Help |
Qpens Mame
1 |==0 == "SYsTEM.DEAD LETTER. QUELE' =
2
3
Situation formula editor —
Situation Formula Capacity . 11% Add conditions... || Advanced... |
Sampling interval sound Ste
- Enable critical.wav
Qi Q=0 z‘
ddd hh mm ss Play | | Edit.. | Run at startup
[ 1] | »
| 0K || Cancel || Apply || Group... | | Help |

That means, this situation is raised after ten minutes after the missing DLQ Handler has been

detected.
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3.3.5 DW_MQ_DLQ_Used_

Situation Description:
Situation Description  There are messages on the Dead Letter Queue.

Suggested Actions @ - ShowFormula-DW_MQ_DLQ Used M - A  x

Farmula
{ DLQ Depth > 03

1 O b QS

[ Show detailed

ﬂ—r DLG Depth = 0 —p I

formula

| oK |

The dead-letter queue (or undelivered-message queue) is the queue to which
messages are sent if they cannot be routed to their correct destination.
Messages are put on this queue when they cannot be put on the destination
queue for some reason (for example, because the queue does not exist, or
because it is full). Dead-letter queues are also used at the sending end of a
channel, for data-conversion errors. For more details, please refer to the
WebSphere MQ Intercommunication Guide online.

Suggested Actions:

Please contact the MQ Administrator and ask for commitment or assistance

on that status.
1. Whyis

the dead letter queue filling up?

2. Determine the reason, why messages are redirected to the Dead
Letter Queue rather than be put to the destination queue.

To do
tree to

3. Fixthe
1.

so, use the Dead-Letter Queue Workspace in the navigator
inspect the messages on the Dead-Letter Queue.

issue:

Queue full -- the target queue is full?

Makes sure that the consuming program/application reading
the messages from the target queue is working properly.
Queue does not exist?

Verify the reason, why the target queue is missing. Inform the
application manager.

Create the missing queue from scratch or backup. Make sure
that the new created queue is also read and cleaned by a
consuming application.

For all other reasons -- follow the guidelines in the
WebSphere MQ manuals.

Changes to the MQ system might be taken by using the MQ Configuration
tool (component of the OMEGAMON XE for Messaging offering), if available.
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3.3.6 DW_MQ_DLQ_FillingUp_W

This situations tests the usage of the DLQ and sends out an event accordingly.

Remark:

Please change the name of the monitored queue, to the name of your DLQ.

g - Show Formula - DW_MQ_DLQ_FillingUp_W — A x

Formula
{ % Full >= 500 AND % Full < 70.0 AND Queue Mame == SYSTEM DEAD LETTER. QUEUE) ﬁ

WL e Ny
il—y BEFUl =500 — % Full <« 70.0 — Queue MName == 5YSTEM DEAD LETTEE.QUEUJE — Warning

[ ]Show detailed formula

While the advice is the same as before, it is left aside.
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3.3.7 DW_MQ_DLQ_FillingUp_C

This situations tests the usage of the DLQ and sends out an event accordingly. This situation will be
set to fals, if the corresponding FATAL situation becomes true.

Remark:

Please change the name of the monitored queue, to the name of your DLQ.

& - Show Formula - DW_MQ_DLQ_FillingUp_C — ~

®

Formula
{ S Full >= 700 AND Queue Name == SyY5TEM.DEAD. LETTER.QUELE)

[ O G QSRR

LI—' % Full > = 70.0 — Queue Mame == SYSTEM.DEAD LETTER. QUELE —W

[]Show detailed formula

While the advice is the same as before, it is left aside.

3.3.8 DW_MQ_DLQ_FillingUp_F

This situations tests the usage of the DLQ and sends out an event accordingly.

Remark:

Please change the name of the monitored queue, to the name of your DLQ.

gl - Show Formula -DW_MQ_DLQ_FillingUp_F = - x

Farmula
{ % Full == 90 0 AKND Queue Mame == SYSTEM DEAD LETTER. QUEUE)

E
gl S(eHEN N

il—' BFU »= 200 — Queude Mame == 373TEM. DEAD. LETTER. QUEUE 4’@7
[ 1 Show detailed formula

While the advice is the same as before, it is left aside.
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3.4 Queue Statistics Monitoring

All subsequent monitoring rules are intended to watch for a proper status of all the queues in the MQ
infrastructure. Some of the situations use filters on the queue names which have to be changed
accordingly to fit with your naming convention.

3.4.1 DW_MQ_QStat_GetInhibited_W

Situation Description:

M The named queue is not allowed to be opened for reading messages from. The
Description  already arrived messages are delayed in processing.
Suggested | B Show Formula - DW_MQ_QStat_Getlnhibited W X
Actions
| Formula =]
GO N AXAE
il—» Current Depth = 0 — Input Opens == 0 ——m Get Status == Disabled —® Warning
. .
'{l lil I >
[] Show detailed formula

Suggested Actions:

Please contact the MQ Administrator and/or the application manager and ask for
commitment for that status.

1. If this status of the queue is correct, mark the situation as acknowledged
(How long should it last?).

1. Make sure that the consuming application is able to handle this status
correctly.

2. While the queue is still open for Put Requests (Output), make sure
that the queue depth is high enough.

3. Other situations may arise shortly.

2. If the status of the queue is incorrect perform the following activities (MQ
administration rights are required):

1. Change the "Get Inhibited" flag to "false"

2. If this queue is monitored by a trigger, make sure that the trigger will
be thrown again, so that the consuming program will be started
automatically.

3. Check the operation of the consuming program.

If possible, start more consumers to increase the consumption. Make
sure, that the messages are read in time.
3. Identify the programs, which are writing to that queue. Make sure that these
processes are working properly.

Changes to the MQ system might be taken by using the MQ Configuration tool
(component of the OMEGAMON XE for Messaging offering), if available.

This situation will be superseded if the following situation applies for the same queue.
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3.4.2 DW_MQ_QStat_Getinhibited_C

The situation is almost identical to the one above, except that fact, that it takes five consecutive true
samples to become true.

4 Situations for - DWMQ Queue Statistics Summary O X
‘*f" B § ( F Formula '| Distribution | "™ Expent Advice | 37 Action | EO EIF until
.lW; DWWk (1 CQUELE STATISTICS SUummary
¢ @ MOSERIES Marme
s DW_M0O_0Stat_FillingUp_C [ _mo_Ostat_Getlnhibited C |

G DW_MQ_QStar_FillingUp_W Description

& [DW_MO_OStar_Getinhibited (] - -
The named gueue is get disabled. = 5
@ DW_MQ_QStat_Getinhibited [} Advanced Situation & X
86 Di_MO_QStat_InitiationQueue_C ——
isplav Item
g gm_:g_g?at_:u;eajer_; e Situation Persistence
_MQ_0Stat MoReader
s Du_MO_cStat_Putinhibited _c £ Situation Persistence
Current Input Get
& DU_MOQ_OStat_Putinhibited 1 Ll Depth Opens Status Consecutive true samples; |5 E
5 Di_MO_35tat_TriggerPrablem C 1 -0 —_ 0 — _ Disabled B
& Dw_MQ_QueDel_NoLongerExist_H ‘ 2
=
7 ok || camct | mew | |
Situation formula editor j
Situation Formula Capatity- 14% | Add conditions... H Advanced... |

Sampling interval Sound State

- - Enable criticalway
__oly[_ol:[ 1[0 j
ddd hh mm ss Run at startup

| ok || camcer || appy || croup.. [[ mew |

That means, this situation is raised after five minutes after this configuration has been detected. This
situation supersedes the corresponding Warning situation.
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3.4.3 DW_MQ_QStat_PutInhibited W

Situation Description:

The named queue is "Put Inhibited". No messages could be put onto the queue.

EH Show Formula - DW_MQ _0QStat_Putlnhibited W @

Situation [ =

Peserpfion @ &) » @ e
I

Put Status == Disahled — Warning

Suggested

Actions ! =
|| i .:=.>i

[] Show detailed formula

Suggested Actions:

Please contact the MQ Administrator and/or the application manager and ask for
commitment for that status.

1. If this status of the queue is correct, mark the situation as acknowledged
(How long should it last?).
1. Make sure that both, the sending and the consuming applications
are able to handle this status correctly.
2. While the queue is not open for Put Requests (Output), make sure
that remote mechanisms of MQ (Remote Queues, Transmission
Queues and the Dead Letter Queue are enabled to handle this
state.
3. Other situations may arise shortly.
2. If the status of the queue is incorrect perform the following activities (MQ
administration rights are required):
1. Change the "Put Inhibited" flag to "false"
2. Check the content of the Dead Leader Queue and perform
required actions to clean up, if required.

Changes to the MQ system might be taken by using the MQ Configuration tool
(component of the OMEGAMON XE for Messaging offering), if available.
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3.4.4 DW_MQ_QStat_Putinhibited_C

The situation is almost identical to the one above, except that fact, that it takes five consecutive true

samples to become true.

& Situations for - DWMQ Queue Statistics Summary

‘*’-i* %% ¢ £ Formula | Distribution = P Expert Advice | 37 Action | FJEIF | (&) Until
l”; DM Q) Queue Statistics summany
o & MOSERIES Marne

@ DW_MO_0Stat_FillingUp_C [ow_Mo_gstat_Putinhibited_C

@ DW_MQ_CStat_FillingUp_ W

Description
& DW_MQ_QStat_Getlnhibited_C

[The named queue is put dizabled
& DW_MQ_QStat_Getinhibited i

& DW_MO_g5tat_iniationdueus_C

Al Advanced Situation (B X

Disnlay Item |
Situation Persistence | &

4% DM _0Star_MoReader_C Formula
4§ DW_MQ_O5tat_MoReader_ W
% [DULMQ_CStar Putinbied (] E
& DW_MQ_QSlal_Pu.llnh\bned_W i SIPEHLS &’_I)T:lpél:wts
& DW_MQ_Qstat_TriggerProblem_C T 1o Disabled o1
@ DW_MQ_QueDef_MoLongerExist_H ‘ 2
3

Situation Persistence

Consecutive true samples: |5 E =

4]

Situation formula editor

Situation Formula Capacity .

sampling interval

oo 1 o]

ddd hh mm ss

‘ OK || Cancel H Help | _

£

9% | ‘ Add conditions... H Advanced... |
Sound State

[v] Enable criticalway

‘ oK H Cancel H Apply H Group... || Help |

That means, this situation is raised after five minutes after this configuration has been detected. This

situation supersedes the corresponding Warning situation.
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3.4.5 DW_MQ_QStat_FillingUp_W
Situation Description:

The named queue is filling up and is reaching its limits.

£} Show Formula - DW_MO_QStat_FillingUp_W
Formula M
( % Full >= 50,0 AND Input Opens == 0 AND Output Opens == 1) OR { % Full == 60,0 AND Msgs Put per Sec= ‘ ]
#Queue_Statistics Messages_Read_per_Second’) OR ( % Full ==70,0) k)
£ 9 A A |
. . % Full == 50,0 — Input Opens == 0 —— Output Opens == 1 :A:
Situation
Description
1F p % Full == 60,0 ——» Mags Pul per Sec = #Queue_Statistics Messages_Read_per_Second' Warning
Suggested
Actions
% Full==70,0
v
€ 3
[ 5haw detailed formula
[ ]
Suggested Actions:

Check the reasons for this extensive queuing:

1. Which processes should read theses messages?

2. Are these processes active ("Input Opens > 0")?
Start the program, which should read these messages.

3. Is the Put Rate higher than the Get Rate?
If possible, start more consumers to increase the consumption. Make sure, that
the messages are read in time.

4. |dentify the programs, which are writing to that queue. Make sure that these
processes are working properly.

This situation will be superseded if the following situation applies for the same queue.
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3.4.6 DW_MQ_QStat_FillingUp_C

The situation is almost identical to the one above, except that the threshold values are a little higher.

B Show Formula - DW_MQ_0Stat_FillingUp_C

Formula I
( % Full == 80,0 AND Input Opens == 0 AND Output Opens == 1) OR { % Full == 85,0 AND Msgs Put per Sec= —
#(Queue Stafistics Messages Read_per_Second) OR [ % Full ==90.0) 1w

—m % Full =800 — Input Opens == 0 — Output Cpens =1 lad

| =

L 3

% Full == 85,0 ——p Msns Put per Sec = #'0ueue_Statistics Messanes_Read_per_Second’

» % Full == 0,0
v
% ES
[T 5how detailed formula
This situation supersedes the corresponding Warning situation.
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3.4.7 DW_MQ_QStat_InitiationQueue_C

Situation Description:

w Following the given naming convention, the highlighted queue is used as an initiation
Description queue to start consuming programs for service on other queues.
%gsgid & - Show Formula - DW_MQ_QStat_InitiationQueue_C — A%
Farmula |4
{ SCAMCOUee Mame) == INITO ARND Input Opens == )

1O 8 AL SR

ﬂ—v SCAN(Queue Name) == INITQ — Input Opens == W
[[]Show detailed formula

0K |

]

Unfortunately no trigger program is currently reading the initiation queue.

Suggested Actions:
Double-check the status of the responsible trigger program.
1. If the program is not started, please start it.
2. Use the provided link capabilities to identify the queues, which are in charge
of that initiation queue.
3. Inform the system administrator to fix the identified issue, if you can't
succeed by yourself.

Remark:
Please amend the queue name selection to fit your naming conventions.
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3.4.8 DW_MQ_QsStat_TriggerProblem_C

Situation Description:

Situation Description  Even the trigger condition for the queue is fulfilled, there is no consumer (no
Sugagested Actions input opens) on the queue. This indicates serious problems in the work flow
of WebSphere MQ.

[ Show Formula - DW_MQ_QStat_TriggerProblem_C

Formula
{ Current Depth » = #'Queue_Statistics. Trigger_Depth' AND Input Opens == 0 AND Trigger Control == Yes)

DaNY
Current Depth »= #'Queue_Statistics. Trigger_Depth' —— Input Opens == 0 —- Trigger Control == Yes —rm

[ Show detailed formula

[ox]

Suggested Actions:
Please perform the following actions:
« Double check the local queue definitions:
» Is the process definition correct?
- Is the correct initiation queue referenced?
 Initiation queue:
- Is the queue controlled by a trigger program?
« Double-check the status of the initiation queue
« Process definition:
» Does the referenced program in the process definition exist?

» Could the program be found on the search path in the calling
user context?

- |s the program accessible for the acting user id?

« Are the parameter correct, given to the program?

To avoid false alarms, the situation must be true for two consecutive intervals The interval is set to 60
seconds.
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3.4.9 DW_MQ_QStat_NoReader_W

Situation Description:

No queue reader is attached to the named queue. The messages are not read from that

queue in time. For non-batch queues, this behavior is not very common.

B Show Formula - DW_MO_QStat_NoReader W @
Situation_ -
Description | Fomds = 5
Suggested, EI—» Current Depth = 0 — Input Opens == 0 — SCAN(QUeus Name) I='BATCH' — STR(Queue Name) =1, 5YSTEM. —& Warming . I
Actions ' fl
¢] 2]
[T] Show detaied formula
o |
System queues are not monitored within this situation.
Suggested Actions:
Check the reason:
1. Which processes should read theses messages?
2. Are these processes active ("Input Opens > 0")?
Start the program, which should read these messages.
Remark:

Please amend the queue name selection to fit your naming conventions.
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3.4.10DW_MQ_QStat_NoReader_C

The situation is almost identical to the one above, except that fact, that it takes twelve consecutive true
samples to become true.

4 Situations for - DWMQ Queue Statistics Summary O X
|*—i—* ip B & [ f Formula | Distribution | 7 Expert Advice = 7 Acion | E5 EIF Until
l”; Do O Quele Statistics Summary
7 & MOSERIES Mame
& DW_MO_stat_FillingUp_C DW_MO_O5tat_MoReader_C |
@ DW_MQ_0Stat_FillingUp_ BeeaEi _ _
@ DW_MQ_O5tat_Getinhibited. C Mo queue reader iz attached to the named gueue ﬂ Advanced Situation [0 X
@ DW_MQ_05tat_Getinhibited W
@ DW_MQ_Qstat_IniniationQueus_C - ”f‘"':\f Item
Q§9 Cwi_M 0 _5tat_NoReader > Situation Persistence
P DM G5tar Purinhibiect € Consecutive true samples: ’?E
@ DW_MQ_Q5tar_Putinhibited_w Current Input Queue Queue =2
X | Depth Qpens MHarne MHarne
& Dw_MQ_0stat TriggerProblem C 1l>0 ——o b BATCHIE . 1, '5YSTEM.: -
& DW_MQ_QueDel_NoLongerExist_H 4 2
| 3 OK || Cancel || Help ‘
Situation formula editor ﬁ
Situation Formula Caparity | Add conditions... || Advanced... |
Sarmpling inerl STOURE SIE
- Enable critical.wav
oo sk o3
ddd hh mm ss [¥] Run at startup
| OK | ‘ Cancel ‘ | Apply | | Group... | ‘ Help |

That means, this situation is raised after twelve minutes after this configuration has been detected.
This situation supersedes the corresponding Warning situation.

Remark:

Please amend the queue name selection to fit your naming conventions.
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3.5 Missing Objects

In an agile WebSphere MQ environment it's very common to delete MQ objects from time to time. On
the other hand it's always a good idea to check the existence of objects, if an application fails for some
reasons. The following two rules should help to identify potential faulty setups in advance, by
highlighting recent deletions.

3.5.1 DW_MQ_QueDef_NolLongerExist_H

Situation Description:

Situation. A queue definition has been deleted in WebSphere MQ itself. This is not a problem
Description by itself. The situation is a reminder only, that this object is no longer accessible
Suggested and if an application is now reporting issues, this might be a good hint to start fixing
Actions the issue here.

& Show Formula - DW_MQ_QueDef_NoLongerExist_H O X

| Formula
i) O & & A

'—' Cur Defn == No —rw

[ ] Show detailed formula

Suggested Actions:

Please contact the MQ Administrator and/or the application manager and ask for
commitment for that status.

1. If this status of the queue is correct, mark the situation as acknowledged
without expiry date. The situation will go away as soon as the agent
releases the reminded queue definition (default is 8 hours).

2. If the status of the queue is incorrect perform the following activities (MQ
administration rights are required):

1. Reinstate the queue definition as it was before using your backup
tools.

2. Check the content of the Dead Leader Queue and perform
required actions to clean up, if required.

Changes to the MQ system might be taken by using the MQ Configuration tool
(component of the OMEGAMON XE for Messaging offering), if available.

IBM Deutschland GmbH, Hollerithstr. 1, 81829 Miinchen Page 32 of 38
ITMSituationPackage_V1.1.odt



3.5.2 DW_MQ_ChIDef_NoLongerExist_H

Situation Description:

Situation. A channel definition has been deleted in WebSphere MQ. This is not a problem by
Description itself. The situation is a reminder only, that this object is no longer accessible and if
Suggested. an application is now reporting issues, it might be a good hint to start fixing the
Actions issue here.

£l Show Formula - DW_MQ_ChIDef_NoLongerExist H & X

| Formula =

L g[eHlegleg]

[] Show detailed formula

Suggested Actions:

Please contact the MQ Administrator and/or the application manager and ask for
commitment for that status.

1. If this status of the channel is correct, mark the situation as acknowledged
without expiry date. The situation will go away as soon as the agent
releases the reminded channel definition (default is 8 hours).

2. If the status of the channel is incorrect, perform the following activities (MQ
administration rights are required):

1. Reinstate the channel definition as it was before using your backup
tools.

2. Check the content of the Dead Leader Queue and perform
required actions to clean up, if required.

Changes to the MQ system might be taken by using the MQ Configuration tool
(component of the OMEGAMON XE for Messaging offering), if available.
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3.6 Error Log Monitoring

3.6.1 DW_MQ_ErrLog_Channellssues_C

Situation Description:
Situation. A remarkable error has been reported in the error log.
Description : :
Suggested [l Show Formula - DW_MQ_ErrLog_Channellssues_C © X
Actions

Formula

{ STR{Message ID) == 1, AMO9202) OR { STR(Message ID) == 1, AMQ9511) OR ¢ |=)
STRiMessage I0) == 1,AMQS544) OR ( STR(Message I0) == 1, AMQ3526)

ERIL Seve e/
—w STREMessage ID) == 1, AMOS2070 ——

—p 3T RiMessage I == 1, AMO95%11 ——

e = Critca |

|y STRi{Message ID) == 1,AMO9526 —

L @ STRE(Message D) == 1, 8M 05544

[ ] Show detailed formula

Based on the AMQ error numbers, a log entry has been identified as critical.

Suggested Actions:

Read the error description and the suggested user action carefully and try to fix the
issue.

In ITM, take the ownership for that event (Acknowledge) and close the event after
fixing the issue. Pure events will never be removed from ITM automatically.
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3.6.2 DW_MQ_ErrLog_Loggerissues_F

Situation Description:
Situation. A remarkable error has been reported in the error log.
Description
Suggested (1 Show Formula - DW_MQ_ErrLog_Loggerissues_F B X
Actions

Formula
[ STRiMessage |D) == 1,AMO7465) H

m oy YT @

STREiMessage 1D == 1, AMO7469 —rm

[ 15how detailed formula

Based on the AMQ error numbers, a log entry has been identified as critical.
Suggested Actions:

Read the error description carefully and try to fix the issue.

In ITM, take the ownership for that event (Acknowledge) and close the event after
fixing the issue. Pure events will never be removed from ITM automatically.
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4 ITM V6.2 Situation Package Usage

Warning:
Before using this situation package, please remember the following:

Any situations with the same name will be overwritten and detached from all navigators, if importing
from a XML file, using the import features from ITM.

4.1 Package Content — Delivered Files

File DW.ab_Si t uati onAdvice_V1.1.tar.gz
This file contains the situation advice.

File DWLab_Si t uat i onBul kExport V1. 1l.tar.gz
This contains the result of the t acnd bul kexport sit command.

4.2 Implementing the Prepared Situation Advice

The situation advices have to be placed on the Tivoli Enterprise Portal Server (TEPS) system.

The compressed tar DW.ab_Si t uat i onAdvi ce. tar. gz file contains the required HTML pages in
the required sub-directory structure.

Unix/Linux

Copy the file DW.ab_Si t uati onAdvice V1. 1.tar.gz to the root directory of the “CW”
component of your Tivoli Enterprise Portal Server.

$CANDLEHOVE/ $BI N_ARCH/ cw

Example: cp /tmp/DW.ab_Si t uati onAdvi ce_V1.1.tar. gz
/opt/IBMITM 1i 6263/ cw .

Windows

Copy the file D\WLab_Si t uat i onAdvi ce.tar. gz to “CNB’ directory of your Tivoli Enterprise
Portal Server.

Example: copy c:\tenp\DW.ab_Situati onAdvice V1.1.tar.gz
D:\I1 BM | TM CNB\.

Expand the file and double-check for the correct file location.
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4.3 Loading the Situations

All ITM situations are stored in the Tivoli Enterprise Managing Server (TEMS). To make situations
visible in the navigation tree, they have to be attached in the location of your choice. Loading new
situations (importing situations) is a two step procedure:

1. Import situations, using the tacmd commands:
o On Unix/Linux:

Copy the file DW.ab_SituationBul kExport V1.1.tar.gz into the home
directory of the user, who will execute the import.

Delete (or rename) and already existing sub-directory Bul k in the user's home
directory.

Extract all files from the archive DWLab_Si t uati onBul kExport _V1.1.tar.gz. A
new directory Bul k will be created.

Login to TEMS, where situations should be uploaded to using the command t acnd
| ogi n

Execute the command t acnd bul ki nport sit without any parameters.

o On Windows:

Copy the file DW.ab_Si t uati onBul kExport V1. 1.t ar. gz into a directory of your
choice.

Make sure, that there is no sub-directory named Bul k, in that location.

Extract all files from the archive DW.ab_Si t uati onBul kExport _V1.1.tar.gz. A
new directory Bul k will be created.

Open a DOS command window

Login to TEMS, where situations should be uploaded to using the command t acnd
| ogi n

Execute the command t acnd bul ki nport sit specifying the input directory

2. Attach the situations to the navigator items in your navigation tree using the attach facility of
the situation editor.
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